Micro-1d-Gym: Identity Management Workouts
with Container-Based Microservices
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Abstract. Identity Management (IdM) solutions are increasingly im-
portant for building trust in current and future digital ecosystems. Un-
fortunately, not only their secure deployment but even their usage are
non-trivial activities that require a good level of security awareness. For
this, we introduce Micro-Id-Gym, an easy to configure training envi-
ronment in which users can develop hands-on experiences on how IdM
solutions work and better understand the underlying security issues.

1 Introduction

As digital services are growing and the Internet of Things is getting larger,
individuals need to be in control of their digital identities to manage their inter-
actions with increasingly complex digital services. Failing to design and deploy
usable and secure solutions for Identity Management (IdM) may result in a lack
of trust in digital ecosystems with negative impact in terms of economy (e.g.,
higher fees on financial transactions) and society (e.g., limitation of electronic
healthcare solutions). To avoid such negative effects, it is crucial to augment
the understanding of the main security problems underlying the most widely
adopted IdM solutions. This is important not only to security practitioners but
virtually anyone dealing with online services because they are likely to use one
of the available infrastructures provided by either enterprises (e.g., Google or
Facebook) or public infrastructures for digital identities like the Europen elec-
tronic IDentification, Authentication and trust Services (eIDAS)E| or the Italian
Public System for Digital Identity (SPID)E|

Unfortunately, increasing the security awareness on IdM solutions is far from
being a trivial task. This is so because users get bogged down in the miriads
of practical technical challenges that they are required to tame when trying
to deploy or understand IdM solutions in realistic scenarios. To alleviate these
problems, we propose an easy to configure training environment, called Micro-
Id—Gym in which users can develop hands-on experiences on how IdM solutions
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work and increase their awareness related to the underlying security issues. We
discuss in more details the motivations and design goals of Micro-Id-Gym in
Section 2] by considering one of the most important IdM solutions, namely Single
Sign-On (SSO). Then, we describe Micro-Id-Gym and a typical user experience
in Section Bl We conclude and overview future work in Section [l

2 A Motivating Use Case Scenario

To illustrate which are the problems related to understanding complex IdM so-
lutions, we consider the SAML 2.0 Web Browser SSO Profile [6] (abbreviated
with SAML SSO in the following), that is one of the most widely adopted au-
thentication protocols.

Figure [I] shows a Mes- - ﬂ&’;m N pen
sage Sequence Chart (MSC)
of the main steps of the

Al. HTTP302 IdP?SAMLRequest=AuthReq(ID, SP)&RelayState=URI

SAML SSO pI‘OtOCOl in A2. GET IdP7?SAMLRequest=AuthReq(ID, SP)&RelayState=URI
which three entities are in- ‘ --------------- > \\' IdP builds an authentication assertion
volved: a client (C), an iden- A3.HTTP200 Form(..) |/ A4 = AuthAssert(ID.C,1dP.5P)

tity provider (IdP) and a A4, POST SP, Response(ID, SP, 1dP, {AA} .1 ), RelayState(URI)
service provider (SP). The
goal of C (typically a web
browser with which a user
interacts) is to get access to
a service or a resource provided by SP. IdP authenticates C and issues corre-
sponding authentication assertions that are trusted by SP (the trust relationship
is depicted with a handshake in the figure). SP uses the assertions generated by
IdP to decide on C’s entitlement to the requested service or resource. A brief de-
scription of the protocol is as follows. C asks SP to provide the resource located
at URI (step S1). SP then sends to C an HTTP redirect response (status code
302) for IdP, containing an authentication request AuthReq(ID,SP), where ID
is a (pseudo-)randomly generated string uniquely identifying the request (steps
Al and A2). A frequent implementation choice is to use the RelayState field to
carry the original URI that C has requested (see [6]). Then IdP challenges C to
provide valid credentials (dotted double arrows in the figure): this is not speci-
fied in the standard of the SAML SSO so to accommodate any authentication
process offered by IdP. If the authentication succeeds, IdP builds an authentica-
tion assertion as the tuple AA = AuthAssert(ID, C, IdP, SP) and embeds it in
a response message Resp = Response(ID, SP, IdP, {AA}Kﬂﬁa ) where {AA}KI_d}?

S2. HTTPR200 Resource(URI)

Fig. 1. The SAML SSO protocol [2].

is the assertion signed with IdP’s private key (the key icon in the figure). IdP
then places Resp and the value of RelayState received from SP into an HTML
form and sends the result back to C in an HTTP response (step A3) together
with some script that automatically posts the form to SP (step A4). Finally,
the SP sends to C an accepted HTTP response (status code 200) containing the
requested resource (step S2).
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The description of the SAML SSO protocol abstracts away several details
that are crucial for security; we highlight some of the most important in the
following. The trust relationship between SP and IdP (handshake icon) must be
established before running the protocol by distributing appropriate meta-data
between the two entities. The three entities shall exchange messages by using
the Transport Layer Security (TLS) protocol for confidentiality and integrity.
For this, both IdP and SP must have valid X.509 certificates. Users need to
register at the IdP to receive credentials. Besides these aspects, additional details
play an important role in the security of SAML SSO deployments including the
configurations of auxiliary modules (e.g., omitting checks on macro expansion by
XML parsers used for SAML assertions may lead to Denial of Service attacks [5])
and the format of messages (e.g., forgetting a field in a message may lead to man-
in-the-middle attacks [I]).

The secure deployment of SAML SSO is a complex and error prone activity
that requires a high level of awareness in several and heterogeneous aspects. It
is thus not surprising that attacks have been discovered over the years (e.g.,
[3]). For instance, if the integrity of the RelayState field (cf. steps Al, A2, and
A4 in Figure [1)) is not adequately protected, it may allow hackers to mount
injection attacks to SPs (we discuss this below). Notice that the SAML Approved
Errata [7] emphasizes the importance of the sanitization of the RelayState.

3 Micro-Id-Gym

The main idea underlying Micro-Id-Gym is three-fold. First, its architecture uses
container-based microservices and exploits the possibility to set-up a local net-
work among them. So, each entity participating in an IdM solution (e.g., IdP
and SP for the SAML SSO discussed in Section [2) is encapsulated in a micro-
service that may interact with the others through standard network primitives
(e.g., HTTP requests and redirections). Additionally, containers—in our case
those offered by DockerEFprovide for high flexibility in terms of configuration
and allow for managing the various technical aspects that are needed to deploy
IdM solutions and reproduce realistic scenarios. Second, state-of-the-art pene-
tration testing tools, such as BurplZ] and OWASP ZAP, E| can be used to monitor
the exchange of messages among the microservices in the local network so that
users can understand when and which messages are exchanged among the vari-
ous entities. This allows users for a better understanding of how IdM protocols
work. To ease this phase, the penetration testing tool communicates with an
application that animates a MSC of the protocol under consideration (e.g., the
one depicted in Figure . We hope that the integration of standard penetration
testing tools in Micro-Id-Gym would make their usage more wide-spread and
ultimately contribute to increase the understanding of security problems of web
applications. The third idea underlying Micro-Id-Gym is to provide an available

5 https://www.docker.com
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set of pre-configured deployments that allow even users with a limited security
background to get an hands-on experience of IdM solutions without getting lost
in low level details and (hopefully) increase their understanding.

Micro-Id-Gym structures the use experience in four phases. First, set-up con-
sists of describing (selected parts of) the configurations of the entities playing a
role in the IdM solution and their relationships. Second, routine amounts to fa-
miliarizing users with the intended behavior of the IdM solution while assuming
that there are no malicious entities. Third, deviation illustrates one or several
ways in which the intended behavior of the IdM solution can be abused by
attackers in presence of (exploitable) vulnerabilities. Fourth, mitigation builds
on the description of the vulnerabilities identified in the previous step to pro-
pose possible mitigations to make their exploitation more difficult. For the sake
of concreteness, we illustrate below these steps on the SAML SSO scenario of
Section 2

3.1 An overview of the user experience with Micro-Id-Gym

We elaborate on the injection attack to the SAML SSO protocol that exploits
the lack of integrity checks on the RelayState field introduced in Section

Set-up. The instructor guides the user to load the available scenario allowing for
the exploitation of the RelayState vulnerability. This allows for the deployment
of an IdP (e.g., Shibbolet}ﬂ) and an SP (e.g., an SP based on Java), the as-
signment of X.509 certificates for TLS connections, the establishment of a trust
relationship between them (federation), the formation of a virtual network by
using Docker compose toolﬂ and the creation of an OpenLDAP module for han-
dling user credentials. The instructor shows where configuration files are stored,
discusses selected parts of them; for instance, he/she points outs that no saniti-
zation is performed on the RelayState field by the IdP. Finally, he/she illustrates
the metadata exchanged for the federation of IdP and SP.

Routine. The instructor explains how to perform the step-by-step execution of
the SAML SSO protocol. Users are presented with the situation depicted in
Figure where they can see the MSC of the protocol (top left corner), the Burp
tool (right half), and the browser of the user (bottom left corner). The SAML
SSO protocol is started by the user by interacting with the browser; Burp is
configured to intercept relevant messages and to interact with the application
animating the MSC. The goal of this step is to make students familiar with the
protocol and bridge the gap between the high-level view specified in the MSC
and the actual implementation.

9 https://www.shibboleth.net
10 https://docs.docker. com/compose
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Dewiation. Once users
are familiar with the
protocol, the instruc-
tor discusses the pos-
sibility to use Burp
not only to intercept
messages but also to
modify them and mount Browser
an attack by exploit-
ing one or more vul-
nerabilities. As dis-
cussed in Section [2]
the IdP in this scenario does not sanitize the RelayState field and this lack
may be used as a vector for an injection attack. The instructor suggests to insert
malicious code to be executed on the SP into the RelayState field of message
A2—resulting from a redirection from the SP to IdP via the browser relay, recall
Figure [l An example of malicious code is a query exfiltrating sensitive informa-
tion from the database handled by the SP whose results that can be returned
as the resource in step S2. Once users have understood how the attack works,
the instructor observes that, on the one hand, all SPs federated with the IdP
are potential victims of the attack; but, on the other, for the attack to be suc-
cessful the SP shall be vulnerable to the injection attack made possible by the
modification of the RelayState.

.. Pentesting Tool

Hi, Click here to start the Single Sign On process

-

Fig. 2. Micro-Id-Gym: running

Mitigation. Based on the anatomy of the attack and vulnerability performed
in the previous step, the instructor explains that the best security practice to
mitigate the attack is to update the configuration of the IdP to enable the
sanitization of the RelayState field. After discussing where and how to modify
the configuration file and to restart the IdP, the instructor asks users to attempt
to mount the same injection attack and verify that it is not possible anymore.

4 Conclusions and Future Work

We have described Micro-Id-Gym, an easy to configure training environment in
which users can develop hands-on experiences on how SAML SSO solutions work
and better understand the underlying security issues. For ease of configuration
and deployment, Micro-Id-Gym uses container-based microservices and state-
of-the-art penetration testing tools. This allows one to create a catalogue of
realistic scenarios in which different vulnerabilities and attacks can be re-created,
analyzed, and mitigated without getting bogged down in the plethora of practical
technical challenges that one is faced to tame when deploying complex SAML
SSO solutions (especially in case of users with limited security skills).

There are two main lines of future developments in Micro-Id-Gym: (i) expand
the catalogue of scenarios demonstrating vulnerabilities, attacks, and mitiga-
tions for SAML SSO, and (ii) provide support for other IdM solutions, including
OAuth 2.0 [4] and OpenID Connect [g].
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