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Abstract—Ensuring effective threat intelligence sharing, as-
sessing potential risks, and responding to threats remain sig-
nificant challenges, particularly in complex systems and crit-
ical infrastructures. Environmental, Social, and Governance
platforms are emerging as comprehensive solutions that in-
tegrate cybersecurity with governance principles, enhancing
transparency and proactive risk management. However, inte-
grating security tools into platforms that enable conformance
checking and continuous risk assessment poses challenges,
including automating security workflows and prioritizing
vulnerabilities based on severity and exploitability. This
paper presents an extended version of Micro-Id-Gym (MIG),
an open-source security testing tool for Identity Management
(IdM) implementations. The goal of this enhancement is to
make MIG easily integrable into platforms for continuous
risk assessment and mitigation in complex software supply
chains deploying IdM solutions critical to the Zero Trust
paradigm. By supporting trustworthy deployments, MIG
focuses on conformance testing as a key mechanism to ensure
reliability and compliance in multi-entity deployments. The
extended version of MIG is designed for seamless integra-
tion into Continuous Integration and Continuous Delivery
pipelines and has been validated in Open Authorization 2.0
and OpenID Connect deployments.

Index Terms—OIDC, OAuth, Security Testing, Conformance
Checking, DevSecOps, Continuous Risk Assessment

1. Introduction

Effectively sharing threat intelligence, evaluate risk
exposure, and react to threats in a timely manner remain
significant challenges, particulary in critical infrastructures
and complex ecosystems where security incidents can
have far-reaching effects. Organizations need to imple-
ment stronger systems to identify, evaluate, and reduce
risks in real time as cyber threats continue to change. En-
vironmental, Social, and Governance (ESG) [1] platforms
are becoming well-known as cutting-edge solutions made
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to simplify reporting and offer stakeholders and decision-
makers useful information. These platforms improve ac-
countability and transparency for a wider audience in ad-
dition to assisting companies measure, communicate, and
accomplish corporate sustainability goals. Organizations
can link cybersecurity with governance principles and
ensure a more thorough and proactive approach to risk
management by including security risk assessment into
ESG platforms.

In today’s digital economy, organizations face the
challenge of balancing ESG objectives—encompassing
environmental, social, and governance goals—with the
critical need to increase the cybersecurity posture and data
protection.

Moreover, as digital transformation accelerates, secur-
ing online services is paramount, as it directly impacts
both user experience and overall system security. Or-
ganizations must implement stringent authentication and
authorization mechanisms to ensure seamless yet secure
access to digital platforms and are the base to develop
Zero Trust approaches to the security of complex digital
ecosystem.

In turn, Zero Trust can be seen as a promising strategy
to achieve the goals of Governance in the broader context
of ESG adoption. As a consequence, Digital Identity
Manangement (IdM) becomes the cornerstone of most
cyber resilience strategies that complement Governance.
For this reason, IdM protocols play a key role in this
process by providing standardized mechanisms for user
authentication, authorization, and identity verification. By
leveraging third-party authentication, IdM protocols elim-
inate the need to store authentication credentials within
the services they support, offering a secure solution that
helps both private and public organizations prevent the
misuse or abuse of login credentials and mitigate the
risk of data breaches. IdM protocol standards—including
Security Assertion Markup Language 2.0 (SAML) [10],
OpenID Connect (OIDC) [11], and Open Authorization
2.0 (OAuth) [9]—manage user access requests and pro-
vide responses based on the information users provide,
enhancing security and interoperability across multiple
platforms.

Although many security tools offer specialized func-
tionalities, such as vulnerability scanning, security testing,
and intrusion detection, their integration into platforms
that enable conformance checking and continuous risk as-
sessment presents significant challenges [16], [17]. These



tools are often developed independently, with different
architectures, data formats, and operational requirements,
making seamless interoperability complex. Additionally,
platforms that utilize conformance checking and contin-
uous risk assessment require automated workflows, stan-
dardized reporting, and real-time risk assessment capa-
bilities, further complicating the integration process. As
a result, achieving a cohesive security framework that
effectively leverages multiple tools within such platforms
demands robust design, and automation.

In summary, the main challenges [12], [13] in lever-
aging security tools and integrating them effectively to
assess risk and perform conformance checking are:

• Their incorporation into automated workflows,
as many tools are not designed for seamless
execution in dynamic and continuously evolv-
ing environments, requiring adaptability and non-
interactive operation.

• Making them able to support automated risk as-
sessment and mitigation, as security tools generate
large volumes of raw data that must be contextual-
ized, prioritized based on severity and exploitabil-
ity, and integrated with governance models for
effective mitigation.

In this paper, we present an extended version of Micro-
Id-Gym (MIG) [2], an open-source tool designed for
security testing of IdM deployments ready to be integrated
into a Continuous Integration (CI) and Continuous Deliv-
ery (CD) pipeline. The extension has been tested in two
different IdM deployments: one based on OAuth and the
other on OIDC.

The extended version of MIG addresses the two iden-
tified challenges.

The first challenge, ensuring seamless integration into
automated workflows, was overcome by embedding MIG
within a CI/CD pipeline under the DevSecOps1 frame-
work. This enables automated security testing at different
stages of development, reducing reliance on manual inter-
ventions and ensuring a consistent and repeatable testing
process. By continuously monitoring the security posture
of IdM deployments, MIG facilitates early detection of
vulnerabilities, allowing organizations to remediate secu-
rity gaps before they impact production environments. Ad-
ditionally, the integration of MIG within CI/CD workflows
enhances scalability and operational efficiency, making it
easier to enforce security policies.

Concerning the second challenge, MIG automates risk
assessment and mitigation by prioritizing vulnerabilities
based on their severity and impact. By contextualizing
security findings, MIG helps security teams focus on crit-
ical threats and optimize response efforts. The reporting
mechanism provides detailed mitigation hints, enabling or-
ganizations to implement targeted security improvements
while ensuring regulatory compliance. This automation
reduces manual workload, minimizes human error, and
ensures that security measures are efficiently enforced
across evolving digital environments.

The paper is structured as follows: Section 2 provides
an overview of MIG, how it works, how it was extended
to be integrated in a CI/CD pipeline. Section 3 reports

1. https://www.redhat.com/en/topics/devops/what-is-devsecops

two different scenarios to highlight the versatility of the
proposed solution. Section 4 concludes the paper and
highlights future work.

2. Micro-Id-Gym

MIG [3] is a tool designed to assist system adminis-
trators and testers in security testing of implementations
based on IdM protocols and includes a set of tests. For
each test that can be executed in MIG, a security tester
defines both a session and a test, as shown in Figure 1. The
session functions similarly to a user interface integration
test commonly used in web application testing. It consists
of a sequence of user actions performed by a browser
to generate the HTTP messages necessary for the test,
allowing MIG to simulate user interactions and analyze
the web application’s response. The test, written in MIG-
L—a formal and concise declarative language for security
testing—comprises a sequence of operations for managing
and manipulating HTTP messages and the session. The
test also integrates an oracle that automates the criteria for
evaluating test results. Designed for versatility, MIG-L is
adaptable to all web-based IdM protocols, as its principles
and structure are sufficiently generic to support them.

As shown in Figure 1, the test handler is responsible
for interpreting and executing tests written in MIG-L.
When required, it activates the session handler, which
processes the session and replicates user actions within
a browser. All HTTP messages pass through a proxy,
where they can be intercepted and analyzed. The proxy
interaction component facilitates communication with the
proxy, ensuring compliance with the test-defined condi-
tions. The reporting component generates detailed out-
put on detected vulnerabilities and recommended security
measures, offering valuable insights for security testers
and stakeholders to improve cybersecurity risk manage-
ment. To execute tests, we define three distinct application
programming interfaces (APIs) that operate independently
of the underlying technology. These APIs—the browser
API, proxy API, and session API—support automated
user interactions, message interception and manipulation,
and test session execution, respectively. They streamline
the testing process while enhancing the flexibility and
usability of MIG.

MIG [6] includes Burp Suite2 (Burp) as the proxy,
Mozilla Firefox3 (Firefox) as the browser, and MIG-T4

as the security testing tool. Both Burp and Firefox are
containerized within Docker to ensure a consistent and
isolated execution environment.

Currently, security testers perform tests on a Deploy-
ment Under Test (DUT) using MIG-T through its Graph-
ical User Interface (GUI). However, integrating MIG into
a CI/CD pipeline requires an alternative approach, as
automated execution and effective test result management
are essential for seamless integration and automation.

To address this limitation and align with the ongoing
development of MIG [5], MIG has been adapted to meet
the following requirements: (i) simulating user actions
within the DUT as defined in the session, and (ii) execut-
ing tests on the HTTP messages intercepted by the proxy.

2. https://portswigger.net/burp/communitydownload
3. https://www.mozilla.org/en-US/firefox/
4. https://github.com/stfbk/mig-t
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Figure 1. High Level Architecture of MIG [6].

To achieve this, MIG has been enhanced with the nec-
essary capabilities to operate in headless mode—without
any GUI—allowing all components, including Mozilla
Firefox, Burp, and MIG-T, to run seamlessly.

Running Mozilla Firefox in headless mode
was achieved by setting the environment variable
MOZ_HEADLESS to 1, following the approach described
in [7]. By adding ENV MOZ_HEADLESS=1 to the
Dockerfile, Mozilla Firefox runs without launching
a visible window, optimizing system resources while
enabling seamless web interactions and tests required
by MIG-T. This approach eliminates the overhead of
managing a full browser instance, ensuring efficient
execution within the testing environment.

Regarding Burp, it can be executed in headless mode
using the -Djava.awt.headless=true option. Ac-
cording to Oracle’s technical resources on Java SE, this
Java Virtual Machine (JVM) parameter disables the graph-
ical components of Java applications, allowing them to
run without a display [8]. By incorporating this headless
option into the Dockerfile, we ensured that Burp runs
efficiently in such environments.

Regarding MIG-T, we introduced two APIs to facil-
itate test execution and result retrieval without requiring
interaction with the MIG-T GUI. Specifically, we imple-
mented:

• /execute An HTTP POST request that val-
idates and executes test by verifying its syn-
tax. The onlyValidate parameter can be used
(e.g., /execute?onlyValidate=true), al-
lowing the test to be validated without execution.

• /result An HTTP GET request that checks
whether the test execution is complete and re-
trieves the results. MIG’s provides detailed reports,
offering developers and security teams rapid feed-
back and valuable insights into security vulnera-
bilities, and recommended mitigations to facilitate
risk assessment and prioritization of fixes.

Figure 2 illustrates a GitHub Workflow integrating
MIG within a CI/CD pipeline for automated security
testing. The process follows these steps:

1. Action. A developer initiates the process by per-
forming an action on the Entity Under Test (EUT) reposi-
tory. The action could be, for instance, pushing new code
into repository or submitting a pull request on the main
branch.

2. Trigger Pipeline. The action triggers the pipeline,
executing the job on a runner machine. The pipeline can
also be triggered manually.

3. Retrieve Images. The first step in the GitHub Job5

is to retrieve the necessary Docker images6 to set up the
execution environment for running the tests. The Docker
images include:

• The EUT image used for testing verification.
• The Reference Environment (Ref. Env.) image

includes all the necessary entities defined by the
IdM protocol.

• The MIG image includes MIG-T, Firefox and
Burp.

4. Build and Deploy. On the runner machine, the
Docker images are deployed, and the following containers
are instantiated:

• The EUT and Ref. Env. are federated and deployed
in the same container.

• MIG is deployed in a separate container.

5. Perform Tests. MIG executes tests on the deployed
EUT container. The collected tests are organized in a test
plan and available in MIG repository7.

6. Save Results as Artifacts. After the testing is
completed, the results are collected and stored as artifacts

5. https://docs.github.com/en/actions
6. https://docs.docker.com/get-started/docker-concepts/the-basics/
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on GitHub for sharing. The output includes detailed infor-
mation on the tests performed, identified vulnerabilities or
compliance issues, and suggested mitigations.

7. Data Transfer. Once MIG results are stored as
artifacts, the data can be transferred via its APIs. This
can be done on demand or integrated as the final step in
the workflow.

3. Case Studies

Two use cases are presented to demonstrate the ver-
satility of the proposed solution. Below, we describe
Scenario 1 (S1), OAuth for Enterprise deployment; and
Scenario 2 (S2), the SPID/CIE OIDC deployment in De-
velopers Italia.

S1: OAuth for Enterprise Deployment

This scenario is based on a case study from the Co-
Innovation Lab CLEANSE8, which focuses on enhancing
security automation within enterprise OAuth deployments.
The primary objective is to integrate security testing into
the Security Development Lifecycle (SDL) by automating
security assessments through a CI/CD pipeline.

In this scenario, the EUT acts as the OAuth Client,
while the Ref. Env. is Keycloak9, an open-source identity
and access management system that provides an OAuth
protocol implementation. The security assessment was
conducted using MIG, which was integrated into the
CI/CD GitHub pipeline to perform automated security
testing and compliance verification.

As part of the security evaluation, a predefined set of
tests tailored for OAuth was executed to analyze the client
implementation and ensure adherence to best practices
outlined in OAuth specifications. The security analysis
uncovered a misconfiguration in the Authorization request,
specifically related to the Proof Key for Code Exchange
(PKCE)10 mechanism:

• Missing PKCE implementation: The absence of
the code_challenge and code_verifier
parameters in the Authorization request indicated
that PKCE was not implemented. PKCE is manda-
tory for clients using the Authorization Code flow,
as it prevents Cross-Site Request Forgery (CSRF)
and authorization code injection attacks, thereby
strengthening the security of OAuth-based authen-
tication flows. Failure to implement PKCE sig-
nificantly increases the risk of authorization code
interception and replay attacks, which could lead
to unauthorized access, session hijacking, and po-
tential data breaches.

Following the identification of this misconfiguration,
the results were shared with the development team, along
with recommended mitigation strategies also returned by
MIG. As a result, the identified issue was successfully
fixed, improving the security posture of the OAuth client
and ensuring compliance with OAuth security best prac-
tices.

8. https://www.deda.group/deda/innovazione/co-innovation-lab
9. https://www.keycloak.org/
10. https://www.rfc-editor.org/info/rfc7636

This use case demonstrates how MIG enables early
detection and mitigation of security misconfigurations,
ensuring automated compliance verification and strength-
ening security within enterprise OAuth deployments.

S2: SPID/CIE OIDC deployment in Develop-
ers Italia

As part of a long-term collaboration with the Italian
Government Printing Office and Mint (Istituto Poligrafico
e Zecca dello Stato), we developed a set of compliance
and security tests for SPID/CIE OIDC [14] deployments.
This national digital identity solution is based on the
OIDC standard and leverages the Italian electronic identity
card (CIE). The tests are available on GitHub11, offering
resources to the community of developers who design and
develop code for Italian digital public services.

The goal of this scenario is to verify the compliance of
the OpenID Provider (OP) and the Relying Party (RP) of
the SPID/CIE OIDC Federation SDK deployment12, with
the SPID/CIE OIDC specifications [14] by using MIG in
a CI/CD pipeline and executing a set of tests available in
GitHub13.

In this scenario, the Ref. Env. contains the EUT, con-
figured as either an OP and a RP. Additionally, the Trust
Anchor (TA) is included in the Ref. Env. to ensure the
integrity and trustworthiness of the authentication process.

After running the tests for the OP, two issues were
identified in the Authorization request:

• The client_id and response_type param-
eters could be edited and removed, contrary to
the requirement that they should be present both
as query parameters and inside the JSON Web
Token (JWT) request object. This vulnerability
weakens the integrity of the Authorization request,
potentially allowing attackers to manipulate re-
quest parameters, bypass access controls, and gain
unauthorized access to protected resources.

• The presence and correctness of the scope pa-
rameter in the URL were not properly validated,
despite the requirement that it must be sent as
query parameter and inside the JWT request
object, with both values being the same. This mis-
match occurred because the JWT request object
suppressed the URL values. Improper validation
of the scope parameter can lead to privilege
escalation, where an attacker could request broader
permissions than intended, resulting in unautho-
rized access to sensitive data or functionalities.

Regarding the RP test results, one issue was identified
during the analysis:

• The iss parameter was removed from the authen-
tication response without triggering any error at
the RP. Despite editing the iss parameter with
an arbitrary value, the RP failed to validate it
correctly, which resulted in a security vulnera-
bility. The lack of proper validation for the iss

11. https://github.com/stfbk/mig/tree/master/testplans/spid-cie-oidc/
12. https://github.com/italia/spid-cie-oidc-django
13. https://github.com/stfbk/mig/tree/master/testplans/spid-cie-oidc/

implementations/spid-cie-oidc-django
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Figure 2. GitHub Workflow integrating MIG for automated security testing in a CI/CD pipeline.

parameter leads to a mix-up attack [15], where an
attacker can exploit a malicious OP to impersonate
a legitimate server and trick the RP into accepting
invalid authentication data. This attack allows to
steal authorization codes or access tokens. Once in
possession of these, the attacker can gain unautho-
rized access to the victim’s resources, potentially
leading to severe privacy breaches or data theft.
This issue underlines the critical need for proper
validation of all authentication parameters, includ-
ing the iss parameter, to ensure that authenti-
cation flows cannot be manipulated by malicious
actors. Failure to validate the iss parameter prop-
erly creates a high-severity vulnerability, exposing
authentication flows to manipulation, unauthorized
access, and potential data breaches.

All reported issues were addressed by the developers,
leading to an improved security posture for the implemen-
tations.

4. Conclusions and Future Work

This paper presents an extended version of MIG, an
open-source security testing tool designed for IdM de-
ployments and suitable for integration into platforms that
support conformance checking and continuous risk assess-
ment. Aligned with DevSecOps principles, MIG enables
security assessments for IdM deployments in a CI/CD
pipeline by automating testing processes and providing
tailored mitigation hints. The transition of MIG from a
GUI-based application to a CI/CD-compatible platform
enhances scalability and accessibility, allowing for faster,
more consistent, and repeatable analyses.

The extended version of MIG improves integration
with various security frameworks, accelerates needs anal-
ysis for addressing high-severity vulnerabilities, and en-
ables efficient mitigation procedures. By combining vul-
nerability detection with targeted mitigation hints, MIG
strengthens cybersecurity practices.

For future work, we plan to implement an alternative
architecture where the Ref. Env. and MIG are deployed
in separate containers and provide MIG as a service.
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